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    README

[image: The Macaw logo, a scarlet macaw in flight]macaw_plug
This software is a very early release, and not ready for general use.

Public home: github.com/dcoai/macaw_plug · Docs: hexdocs.pm
Request guards for Phoenix and Plug hosts, implemented once for the Macaw family's host applications (dco-tek/macaw_compose#34). Plug only: no Phoenix, Ecto or JSON dependency.
	Module	What it does
	Macaw.Plug.ClientIp	the client's address behind trusted proxies (none trusted by default); sets conn.remote_ip
	Macaw.Plug.Ip	address and CIDR parsing, membership, IPv4-mapped normalization
	Macaw.Plug.RateLimit	GCRA rate limiting in ETS, by client address or any key; 429 with Retry-After (start Macaw.Plug.RateLimit.Table in the host's tree)
	Macaw.Plug.SecurityHeaders	a closed Content-Security-Policy, script hashes added per response, the standard headers and a Permissions-Policy by feature; replaces Phoenix's put_secure_browser_headers

plug Macaw.Plug.ClientIp, trusted_proxies: ["10.0.0.0/8"]
plug Macaw.Plug.RateLimit, id: :site, rate: {10, :second}, burst: 50
plug Macaw.Plug.SecurityHeaders
Security headers
The default is closed, and every loosening is named in the host's code:
	Option	Default	
	preset:	:strict	:compatible starts from Phoenix's put_secure_browser_headers set, plus HSTS over https
	csp:	[]	directives by name, [img_src: "'self' https://tiles.example"]
	csp_mode:	:enforce	:report_only reports violations and blocks nothing; :off sends no policy
	permissions:	[]	Permissions-Policy features by name: [geolocation: :self, camera: [:self, "https://meet.example"]]; nil removes one
	headers:	%{}	any header by name; nil removes it
	hsts:	"max-age=31536000"	over https; not a string turns it off

Every option applies on top of the preset; an unknown option raises.
Migrating from put_secure_browser_headers
	Swap the plug in with preset: :compatible: the same headers Phoenix sends, so nothing breaks.
	Try the closed policy unenforced: drop the preset and set csp_mode: :report_only. The browser console lists what it would block; csp: [report_uri: "/csp-reports"] sends the reports to the host.
	Allow what the pages need, by name: an inline script by its hash (Macaw.Plug.SecurityHeaders.put_script_hash/2), a source with csp:, a browser feature with permissions:. Phoenix's live-reload iframe needs, in development only, csp: [frame_ancestors: "'self'"] and headers: %{"x-frame-options" => "SAMEORIGIN"}.
	Enforce: drop csp_mode:.

The full rules are in spec/03.
Part of Macaw, whose spec lists it among the host libraries (spec/00 §4). From Hex:
{:macaw_plug, "~> 0.2.0"}


  

    Changelog

v0.2.0 (2026-10-28)
	The macaw logo in the docs and the README (macaw#175).
	Macaw.Plug.SecurityHeaders options, all additive; with none, every header is as before (#1):	csp_mode: :enforce (default), :report_only or :off;
	permissions: changes Permissions-Policy features by name, and permissions_policy/1 renders one;
	preset: :compatible, Phoenix's put_secure_browser_headers set plus HSTS over https, with every other option on top.


	Script hashes on a policy without script-src follow default-src, or with neither write none, rather than a script-src that forbids every other script.
	Breaking: an unknown Macaw.Plug.SecurityHeaders option raises at init/1 instead of being ignored.

v0.1.4 (2026-10-28)
	The README opens with the early-release notice (macaw#174).

v0.1.3 (2026-10-28)
	Spec and README links to the public home, github.com/dcoai/macaw_plug, and the install snippet from Hex (macaw#171, #173).
	Package metadata for Hex: the public home, the changelog link, the files shipped, and docs with ex_doc (macaw_compose#155).

v0.1.2 (2026-10-27)
	Adopt surfex; fix policy/2's empty script-src; v0.1.2 (part of macaw_compose#65)

v0.1.1 (2026-10-27)
	macaw_plug 0.1.1: HSTS through headers:, hashes before the plug, dynamic proxy lists never raise

v0.1.0 (2026-10-26)
	macaw_plug 0.1.0: ClientIp, RateLimit, SecurityHeaders



  

    
Macaw.Plug.ClientIp 
    



      
The client's address behind trusted proxies.
When the connection's peer is a trusted proxy, the client is the right-most
X-Forwarded-For entry that is not itself a trusted proxy; entries to its
left could have been written by the client. Otherwise the client is the
peer, and the header is ignored. The plug sets conn.remote_ip to the
client, so logging, rate limits and everything downstream key on the right
address, and keeps the socket peer in conn.private.macaw_plug_peer.
plug Macaw.Plug.ClientIp, trusted_proxies: ["10.0.0.0/8", "fd00::/8"]
Trusted proxies default to none. With none trusted, every client is its
peer: behind a reverse proxy that means every visitor looks like the
proxy, which is wrong but never spoofable. The :trusted_proxies option
takes CIDRs or single addresses, or {module, function, args} returning
them, called on every request, for a list that changes at runtime. A
malformed entry raises at init/1, naming it.
A forwarded request from an untrusted peer (it sent X-Forwarded-For,
but its address isn't trusted) is served as usual, with the header
ignored, and emits the telemetry event
[:macaw_plug, :client_ip, :untrusted_forward] with the peer in its
metadata. It usually means a proxy in front of the app is missing from
the trusted list. attach_default_logger/1 logs it at most once per
interval.

      


      
        Summary


  
    Functions
  


    
      
        attach_default_logger(interval_ms \\ 60000)

      


        Logs an untrusted forward, and a bad entry in a dynamic trusted-proxy
list, each at most once per interval_ms (default one minute) on this
node. Returns the telemetry handler's attach result.



    


    
      
        forwarded_for(conn)

      


        The X-Forwarded-For entries of a request, left to right.



    


    
      
        peer(conn)

      


        The socket peer of a request this plug has run on, else its remote_ip.



    


    
      
        resolve(peer, forwarded, trusted)

      


        The client address for a peer, its X-Forwarded-For entries (left to
right, as sent) and the trusted CIDRs.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach_default_logger(interval_ms \\ 60000)



        
          
        

    

  


  

      

          @spec attach_default_logger(pos_integer()) :: :ok | {:error, :already_exists}


      


Logs an untrusted forward, and a bad entry in a dynamic trusted-proxy
list, each at most once per interval_ms (default one minute) on this
node. Returns the telemetry handler's attach result.

  



  
    
      
    
    
      forwarded_for(conn)



        
          
        

    

  


  

      

          @spec forwarded_for(Plug.Conn.t()) :: [String.t()]


      


The X-Forwarded-For entries of a request, left to right.

  



  
    
      
    
    
      peer(conn)



        
          
        

    

  


  

      

          @spec peer(Plug.Conn.t()) :: Macaw.Plug.Ip.ip()


      


The socket peer of a request this plug has run on, else its remote_ip.

  



  
    
      
    
    
      resolve(peer, forwarded, trusted)



        
          
        

    

  


  

      

          @spec resolve(Macaw.Plug.Ip.ip(), [String.t()], [Macaw.Plug.Ip.cidr()]) ::
  Macaw.Plug.Ip.ip()


      


The client address for a peer, its X-Forwarded-For entries (left to
right, as sent) and the trusted CIDRs.

  


        

      


  

    
Macaw.Plug.Ip 
    



      
IP addresses and CIDR blocks: parsing, membership and normalization.
An IPv4 address that arrives in IPv4-mapped IPv6 form (::ffff:203.0.113.5,
as a dual-stack listener can report its peer) is normalized to its IPv4
form, so a trusted IPv4 proxy matches however the socket reported it.

      


      
        Summary


  
    Types
  


    
      
        cidr()

      


    


    
      
        ip()

      


    





  
    Functions
  


    
      
        in_any?(ip, cidrs)

      


        Whether ip is in any of the CIDRs.



    


    
      
        in_cidr?(ip, arg2)

      


        Whether ip is in the CIDR {network, prefix}. Families never match each other.



    


    
      
        normalize(ip)

      


        An IPv4-mapped IPv6 address as its IPv4 form; any other address unchanged.



    


    
      
        parse(text)

      


        Parses an address string to a normalized tuple, or returns nil.



    


    
      
        parse_cidr(text)

      


        Parses a CIDR ("10.0.0.0/8", "2001:db8::/32") or a single address
("192.0.2.1", a /32 or /128) to {network, prefix}, or returns an error
naming what is wrong.



    


    
      
        to_string(ip)

      


        Formats an address.



    





      


      
        Types


        


  
    
      
    
    
      cidr()



        
          
        

    

  


  

      

          @type cidr() :: {ip(), 0..128}


      



  



  
    
      
    
    
      ip()



        
          
        

    

  


  

      

          @type ip() :: :inet.ip_address()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      in_any?(ip, cidrs)



        
          
        

    

  


  

      

          @spec in_any?(ip(), [cidr()]) :: boolean()


      


Whether ip is in any of the CIDRs.

  



  
    
      
    
    
      in_cidr?(ip, arg2)



        
          
        

    

  


  

      

          @spec in_cidr?(ip(), cidr()) :: boolean()


      


Whether ip is in the CIDR {network, prefix}. Families never match each other.

  



  
    
      
    
    
      normalize(ip)



        
          
        

    

  


  

      

          @spec normalize(ip()) :: ip()


      


An IPv4-mapped IPv6 address as its IPv4 form; any other address unchanged.

  



  
    
      
    
    
      parse(text)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: ip() | nil


      


Parses an address string to a normalized tuple, or returns nil.

  



  
    
      
    
    
      parse_cidr(text)



        
          
        

    

  


  

      

          @spec parse_cidr(String.t()) :: {:ok, cidr()} | {:error, String.t()}


      


Parses a CIDR ("10.0.0.0/8", "2001:db8::/32") or a single address
("192.0.2.1", a /32 or /128) to {network, prefix}, or returns an error
naming what is wrong.

  



  
    
      
    
    
      to_string(ip)



        
          
        

    

  


  

      

          @spec to_string(ip()) :: String.t()


      


Formats an address.

  


        

      


  

    
Macaw.Plug.RateLimit 
    



      
Rate limiting by a generic cell rate algorithm (GCRA), in ETS.
Each key has one theoretical arrival time (TAT), advanced by one emission
interval per request with compare-and-swap, so concurrent requests on one
key can never both take the last slot. A limiter allows count requests
per period on average, and bursts of up to burst.
Start the table once, in the host's supervision tree:
children = [Macaw.Plug.RateLimit.Table, ...]
Then limit with the plug, keyed by the client's address (after
Macaw.Plug.ClientIp) unless told otherwise:
plug Macaw.Plug.RateLimit, id: :api, rate: {50, :second}, burst: 200
or call check/3 directly. Over the limit, the plug answers 429 with a
Retry-After header and halts; :on_limit, a {module, function} taking
the conn and the seconds to wait, answers instead (a JSON API's error
shape, say).
Limiters share one table, each key stored as {id, key}. Keys idle long
enough to have a full burst again are the same as absent, and the table's
sweep removes them, so memory follows the active keys, not every key ever
seen.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        check(limiter, key, now \\ System.monotonic_time(:microsecond))

      


        Takes a slot for key at now (monotonic microseconds, default the
clock): :ok, or {:error, seconds_to_wait}, at least 1.



    


    
      
        new(id, opts)

      


        A limiter: id names it, rate: {count, :second | :minute | :hour} is its
average, and burst (default count) the most requests it takes at once.
Raises on a rate it can't honor, naming it.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Macaw.Plug.RateLimit{
  id: term(),
  interval: pos_integer(),
  tolerance: non_neg_integer()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      check(limiter, key, now \\ System.monotonic_time(:microsecond))



        
          
        

    

  


  

      

          @spec check(t(), term(), integer()) :: :ok | {:error, pos_integer()}


      


Takes a slot for key at now (monotonic microseconds, default the
clock): :ok, or {:error, seconds_to_wait}, at least 1.

  



  
    
      
    
    
      new(id, opts)



        
          
        

    

  


  

      

          @spec new(term(), keyword()) :: t()


      


A limiter: id names it, rate: {count, :second | :minute | :hour} is its
average, and burst (default count) the most requests it takes at once.
Raises on a rate it can't honor, naming it.

  


        

      


  

    
Macaw.Plug.RateLimit.Table 
    



      
Owns Macaw.Plug.RateLimit's ETS table and sweeps it.
A key whose theoretical arrival time has passed has its full burst again,
so it is the same as an absent key, and the sweep deletes it. The sweep
runs every :sweep_every milliseconds (default one minute).

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


    


    
      
        sweep(now \\ System.monotonic_time(:microsecond))

      


        Deletes every key idle at now (monotonic microseconds); returns how many.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      sweep(now \\ System.monotonic_time(:microsecond))



        
          
        

    

  


  

      

          @spec sweep(integer()) :: non_neg_integer()


      


Deletes every key idle at now (monotonic microseconds); returns how many.

  


        

      


  

    
Macaw.Plug.SecurityHeaders 
    



      
A strict Content-Security-Policy and the standard security headers.
plug Macaw.Plug.SecurityHeaders
The default policy is closed: everything from the app's own origin,
nothing inline, nothing evaluated, nothing framed:
default-src 'self'; script-src 'self'; style-src 'self';
img-src 'self' data:; font-src 'self'; connect-src 'self';
object-src 'none'; base-uri 'none'; form-action 'self';
frame-ancestors 'none'
A host changes a directive only by naming it, csp: [img_src: "'self'"],
so every loosening is visible in the host's code.
A host's own inline script is allowed by its SHA-256 hash, never by
'unsafe-inline'. The policy is written just before the response is sent,
so a controller that renders such a script adds its hash on the way:
conn |> Macaw.Plug.SecurityHeaders.put_script_hash(script_body)
Also set: x-content-type-options: nosniff, referrer-policy: strict-origin-when-cross-origin, x-frame-options: DENY (for browsers
that predate frame-ancestors), cross-origin-opener-policy: same-origin, a permissions-policy that turns off camera, microphone,
geolocation, payment and USB, and over https
strict-transport-security: max-age=31536000. Each can be replaced with
headers: %{"name" => value}, or removed with nil. This replaces
Phoenix's put_secure_browser_headers.
Options
	Option	Default	
	preset:	:strict	:compatible starts from Phoenix's put_secure_browser_headers set
	csp:	[]	directives by name, [img_src: "'self' https://tiles.example"]
	csp_mode:	:enforce	:report_only reports violations and blocks nothing; :off sends no policy
	permissions:	[]	Permissions-Policy features by name, [geolocation: :self]; nil removes one
	headers:	%{}	any header by name; nil removes it
	hsts:	"max-age=31536000"	over https; not a string turns it off

Every option applies on top of the preset, and an unknown option raises.
Permissions are allowlists: :none (()), :self ((self)), :all
(*), or a list of :self and http(s):// origins:
permissions: [camera: [:self, "https://meet.example"]] gives
camera=(self "https://meet.example").
Migrating from put_secure_browser_headers
	Start with preset: :compatible: the headers Phoenix sends, plus HSTS
over https. Nothing a Phoenix page did stops working.
	Try the closed policy without enforcing it: csp_mode: :report_only
(with the strict preset) sends it as
content-security-policy-report-only, so the browser console lists
what it would block. Add csp: [report_uri: "/csp-reports"] to collect
the reports.
	Allow what the pages need by name: an inline script by its hash
(put_script_hash/2), a directive with csp:, a browser feature with
permissions:. Phoenix's live-reload iframe needs, in development
only, csp: [frame_ancestors: "'self'"] and
headers: %{"x-frame-options" => "SAMEORIGIN"}.
	Enforce: drop csp_mode: (and preset:).


      


      
        Summary


  
    Functions
  


    
      
        hash(body)

      


        A script body's CSP hash source, 'sha256-…'.



    


    
      
        permissions_policy(entries \\ [camera: :none, microphone: :none, geolocation: :none, payment: :none, usb: :none])

      


        The Permissions-Policy string for features and their allowlists (the
defaults, or as init/1 merged them)



    


    
      
        policy(directives \\ [default_src: "'self'", script_src: "'self'", style_src: "'self'", img_src: "'self' data:", font_src: "'self'", connect_src: "'self'", object_src: "'none'", base_uri: "'none'", form_action: "'self'", frame_ancestors: "'none'"], hashes \\ [])

      


        The policy string for directives (the defaults, or as init/1 merged
them) and script hashes, which are added to script-src.



    


    
      
        put_script_hash(conn, body)

      


        Allows an inline script on this response by its SHA-256 hash. Takes the
script's body (the text between <script> and </script>), exactly.



    





      


      
        Functions


        


  
    
      
    
    
      hash(body)



        
          
        

    

  


  

      

          @spec hash(String.t()) :: String.t()


      


A script body's CSP hash source, 'sha256-…'.

  



    

  
    
      
    
    
      permissions_policy(entries \\ [camera: :none, microphone: :none, geolocation: :none, payment: :none, usb: :none])



        
          
        

    

  


  

      

          @spec permissions_policy(keyword()) :: String.t()


      


The Permissions-Policy string for features and their allowlists (the
defaults, or as init/1 merged them):
iex> Macaw.Plug.SecurityHeaders.permissions_policy(geolocation: :self, camera: :all)
"geolocation=(self), camera=*"
An entry that is not {feature, allowlist} raises ArgumentError.

  



    

    

  
    
      
    
    
      policy(directives \\ [default_src: "'self'", script_src: "'self'", style_src: "'self'", img_src: "'self' data:", font_src: "'self'", connect_src: "'self'", object_src: "'none'", base_uri: "'none'", form_action: "'self'", frame_ancestors: "'none'"], hashes \\ [])



        
          
        

    

  


  

      

          @spec policy(keyword(String.t()), [String.t()]) :: String.t()


      


The policy string for directives (the defaults, or as init/1 merged
them) and script hashes, which are added to script-src.

  



  
    
      
    
    
      put_script_hash(conn, body)



        
          
        

    

  


  

      

          @spec put_script_hash(Plug.Conn.t(), String.t()) :: Plug.Conn.t()


      


Allows an inline script on this response by its SHA-256 hash. Takes the
script's body (the text between <script> and </script>), exactly.
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